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Open Source Codes and the Challenge of the SDGs: An UNTIL Interview with Amanda Brock

The question of how least developed countries can access expensive computer software has long vexed the UN. At the same time, even private sector companies sympathetic to the
Sustainable Development Goals have been reluctant to share the secrets of their closed-source software. To find a solution to this problem recently UNTIL established an Advisory Group
composed of outside experts and chaired by Amanda Brock.
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Open Standards Board

The Open Standards Board works with the Cabinet Office and
is accountable for transparent selection and implementation
of open standards.

Contents

— Terms of Reference
— Meeting dates
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— Meeting minutes

— Contact details
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A Panel Discussion

OPEN SOURCE LAW, POLICY

AND PRACTICE BOOK PANEL

Amanda Brock  Jilayne Lovejoy Kate Stewart Nithya Ruff Pamela Chestek Karen Sandler
Open UK Red Hat The Linux Amazon Chestek Legal
Foundation
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Building a Cohesive Community with a voice

 Ambassador Program

* International Ambassadors Launched 2022

* Apprentice Ambassadors Launched 2023

» 5th Annual Awards - launch April 2024 - House of Lords

+ Past Events - IWD 22 House of Lords with Baroness Kennedy and Afghan Judges
and 2023 BT Tower

 MeetUps — launched in London in 2023 and in Scotland, Cardiff and Bristol 2024

* 4th New Year’s Honours List — Influencers and Future Leaders each year

* Honours List party hosted by Digital Catapult for London Tech Week 2023

» Showcasing the UK’s Leadership wherever possible whilst collaborating globally, eg
in our Reports

« State of Open Con 24 - 900 plus in person registrations, 89% attendance, almost
50% not white and over 40% of speakers female

* Gave away 100 free tickets for each of community, students and unemployed






#openukgennext #openukhonouree

2022 OpenUK Honours List

OpenUK is pleased to share its New Year's Honours List for 2022 celebrating the future generations of Open Technology in the UK
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Influencing Legal and Policy to make sure the
UK is a great place to do Open

Review of new laws and policy, respond to consultations - quoted in House of Lords LLM
Report

* Day One Member Gaia-X — UK Hub coordinator

* NHS Research and Report 2022

*  State of Open: The UK in 2021 - 2024 - first organisation to do value based economics of open
source

* COP26 follow up - Blueprint for EV Charging and Societal Value Metrics, 2nd Open Technology
for Sustainability Day 14 September 2023 openuk.uk/sustainability

*  Energy Catapult — open source support and mentoring in 2023

e 2nd Thought Leadership Day London September 2024

e State of Open Con 2025 - 4 and 5 February in planning

e House of Commons event January 2024 and more planned

e Open Manifesto being shred for Sign up

e 12 refreshed Advisory Boards including Finance being announced in April/ May



An open source blueprint for the CARBON NEGATIVE DATA CENTRE based
on the three opens - open source software, open hardware and open data

Demand for data and digital sen
ntinue i

ential growth
al internet

The Internet of Things (10T} connections
expected to double fram 12 Bn to 25 Bn

Adoption of an open technology platfarm across hardware, software
and data {3 Opens) and carbon accounting frameworks as the critical
backbone in enabling circular, CARBON NEGATIVE DATA CENTRES.

5 billion mobile internet users by 2025

Open Source hardware enables the release of the designs of
tangible artifacts;

Open Data relies on the notion of transparency and that data should be
freely avallable to everyone. r ICT, the answrer Is In whally circular, CARBON NEGATIVE
DATE CENTRES based o the 3 Opens of Technalogy [open
All rely on the principles of collaboration and public benefit which is source software, open hardware and open data)

key to an effective circular economy.

OpenUK has formed a diverse, international
consertium to develop a blueprint for the
CARBON NEGATIVE DATA CENTRE

DECARBONISATION DEMATERIALISATION

& 2
B
., s »
S G

CIRCULARITY

Full energy efficiency In the
built enviranment
We would love the oppartunity to
share this blueprint at COP26 as an
engaging and dynamic Computer
Aided Design (CAD) model that will
take Industry, government, and
prosumer participants on a journey
which educates them on the true

Power data centers via
renawable energy sources

Reductien and offset of
product transportation
miles

Designing out waste and pollution

Arrangament Share learnings to Local or district
onsite/affsite pari e e Sk e hete level heat reeovery environmental cost of a data centre
repalr and solutions

Mfecycle Decarbanization of,

e
the data eenters.

Electrification of
transportation fleet

*

Open:UKO

Electrification of ansite fossil fuel
Pprocesses such as steam

Electric Vehicle Charging Open Technology Blueprint 2022

An Open Technology blueprint for sustainable EV Charging
infrastructure standardising Open Source Hardware, Open Hardware
and Open Data components to create beneficial environmental
impacts and improved Sustainability

Components (not
sub-components)
for Sustainable

-, Scope

EV Charging

"= 1. An Open Technology blueprint listing the key of an EV Charging
grounded in sustainability, providing a clear and conciseoverview of the community’s
goals and objectives for electric vehicle charging sustainability.

Charging Point Operators (CPO)
& Connectivity

a. Each will
of adopting the approach, and related resources.

with the approach, the patential impact

b. The blueprint should identify key stakeholders in electric vehicle charging sustainability
and their roles and

€. The blueprint should outline the community's approach to electric vehicle charging
sustainability, including key strategles, initiatives, and programs.

Vehicle
Infrastructure

d. The blueprint should identify key metries for measuring progress and success in electric
wehicle charging sustainability.

Stakeholder Mapping

-

Primary
End user facing
Below the waterline

Key themes

. End user
r——

b. Better use of energy
and infrastructure

c. People and
community

d. Organisation and
standards

PROCESS & GOVERNANCE
OPEN TECHNOLOGY

‘© OpenUK 2022
openuk.uk/sustainability #COPEN27 BY 8A
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State of Open:

The UK in 2021
State of Open: ' Phase Three -
The UKin 2021 / The Values of - ;‘
Phase One Open
March 2021 October 2021 24N

»-Tw State of Open:
The UK in 2021
Phase Two:

UK Adoption
7 July 2021

OpenUK
OpenUK g
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State of Open: The UK in 2023
Phase Two, Part 1
“Show us the Money - The Economics
of Open Source Software”

O

State of Open: The UK in 2023
Phase Three
“Skills or Bust”
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* openuk ) *  through Open Source Contribution
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Building Learning in Open Technology

Achieved:

Annual Kids’ Competition 2021-2022

Runner Up Gnome Foundation Community Challenge

Future Leaders Training

SOO0Con23 and SOOCon24

Future Founders - 8 workshops led by Founders Forum

CEO Book - Open Source Law, Policy and Practice published by OUP and open access,
https://amandabrock.com/books/

2024 focus:

« Kids Camp refresh aligned to microbit give away from microbit foundation

e University — Partnership on business of open source and MOOC (massive open online course) in
planning

« Curriculum — working on GCSE and Scottish equivalent - ongoing
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Future Founders Training

Kicking off 2022 with world class training for Future Founders, the Founders Forum will be leading a course and mentoring program for Future Founders from
January 2022. Led by the Entrepreneur in Residence OpenUK’s Founders Forum is a group of UK based Founders, former founders, potential founders and senior
business people experienced in businesses based on Open Technology who wish to support the founding and scaling of the UK’s Open Technology based
businesses. The recordings

» 21January - Session 1 - Why found an Open Source Business?

e 28 January - Session 2 - Open Source Product Market Fit / Developing a Product

e 4 February - Session 3 - Corporate Structure, licensing and IP for Open Tech Businesses
e 25 February - Session 4 - Sales in Open Source Businesses

e 4 March - Session 5 - Revenue Generation and Models

* 11 March - Session 6 - Raising and Runway in Open Tech Businesses

* 1 April - Session 7 - Community and DevRel in Open Tech

* 13 May - Session 8 - People, Hiring and Scaling

Recordings have been made available for anyone who could not join.
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Attendee Demographics 2023 - previously unheard of DEI openUK ‘

What izr::/er do you most identify with? What is your ethnicity?
‘l“l“] 27.9% . °© oo
.......... ‘I T‘l“l“l
Hit i fittitith it
tirriteiee  TiMe TTTTERETIT 22917
Mt 11t s TORTRRETER TORMD oo oo
M I TIRRTTRRRT #OOOR oMl 1 . o
teteeeeee irine m TIRRRRRRET ARTTT TUTIT ARRET ARERR r



Open:UK 4

\ )) 3
e . I _ \1‘\\\‘?&,‘ e sf“."{zl - = | |
P *" - _h'\"*ﬁ_-h ®
[ |
|
% 'l lé‘

6 and 7 February

The Brewery, London




Attendee Demographics SOOCon24 Open:UK ‘

What gender do you most identify with? Do you identify as neurodiverse?

ﬂ‘l“lﬂ‘"ﬂ e - o s

e MM Yes

............... Prefer not to say

MIREEEEE  TPRE 14.6% 69.8% 15.5%

e MM 68% X s

LI 1 ) 115% **eeceeee®’

trereeeeeT R t

Male Female Non-binary Prefer not to say

What is your ethnicity?

titteritee i

treretieer et AN " 4.6% 13%  06%

ferereer MM TR p 010 B 1 I R

White, Caucasian Asian Black/African/ Prefer not Mixed/Multiple Other Ethnic Chinese Arab
Caribbean to say Ethnic Groups Group
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4-5 February 2025
Southbank, London
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What is open source, and
why does it matter today?

February 8, 2022
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The Open Source Definition

Page created on July 7, 2006 | Last modified on February 16, 2024

Introduction

Open source doesn'’t just mean access to the source code. The distribution
terms of open source software must comply with the following criteria:

1. Free Redistribution

The license shall not restrict any party from selling or giving away the
software as a component of an aggregate software distribution containing
programs from several different sources. The license shall not require a
royalty or other fee for such sale.

2. Source Code

The program must include source code, and must allow distribution in
source code as well as compiled form. Where some form of a product is
not distributed with source code, there must be a well-publicized means of
obtaining the source code for no more than a reasonable reproduction cost,
preferably downloading via the Internet without charge. The source code
must be the preferred form in which a programmer would modify the
program. Deliberately obfuscated source code is not allowed. Intermediate
forms such as the output of a preprocessor or translator are not allowed.

3. Derived Works

The license must allow modifications and derived works, and must allow
them to be distributed under the same terms as the license of the original
software.

4. Integrity of The Author’s Source Code

The license may restrict source-code from being distributed in modified
form only if the license allows the distribution of “patch files” with the
source code for the purpose of modifying the program at build time. The
license must explicitly permit distribution of software built from modified
source code. The license may require derived works to carry a different
name or version number from the original software.

5. No Discrimination Against Persons or Groups
The license must not discriminate against any person or group of persons.
6. No Discrimination Against Fields of Endeavor

The license must not restrict anyone from making use of the program in a
specific field of endeavor. For example, it may not restrict the program from
being used in a business, or from being used for genetic research.

7. Distribution of License

The rights attached to the program must apply to all to whom the program
is redistributed without the need for execution of an additional license by
those parties.

8. License Must Not Be Specific to a Product

The rights attached to the program must not depend on the program’s
being part of a particular software distribution. If the program is extracted
from that distribution and used or distributed within the terms of the
program’s license, all parties to whom the program is redistributed should
have the same rights as those that are granted in conjunction with the
original software distribution.

9. License Must Not Restrict Other Software

The license must not place restrictions on other software that is distributed
along with the licensed software. For example, the license must not insist
that all other programs distributed on the same medium must be open
source software.

10. License Must Be Technology-Neutral

No provision of the license may be predicated on any individual technology
or style of interface.

The Open Source Definition was originally derived from the Debian Free
Software Guidelines (DFSG).

Version 1.9, last modified, 2007-03-22

https://opensource.org/osd
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Informationweek pics © Events © Resources © Connect ©®
Tech Decision Making: The Rise of the Developer

Developers and technologists are increasingly being given a "seat at the table" and forming peer relationships
with executives regarding enterprise technology investments.

Iw Guest Commentary
Guest Commentary

November 27,2020
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Git was originally authored by Linus Torvalds in 2005 for
development of the Linux kernel, with other kernel
developers contributing to its initial development. Since
2005, Junio Hamano has been the core maintainer.

Repository: git.kernel.org/pub/scm/git/git.git
Original author(s): Linus Torvalds

Operating system: POSIX (Linux, macOS, Sola...
Initial release: 7 April 2005; 17 years ago

https://fen.wikipedia.org » wiki » Git
Git - Wikipedia
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UK GitHub Accounts 2023

GitHub )
Accounts

Figure 1. UK GitHub Accounts 2023
Source: GitHub
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O< OR Open Source Observatory (OSOR)

OSOR mission Knowledge Centre OSOR Awards 2023 0OSPOs & 0SS Governance Open Source in Cities and Regions See more v

France Open Source report update (] Bookmark & Like (1) Translate

OSOR’s update: Report on open source in France

w Axel Thévenet  Published on: 05/07/2023 News

This article was written by our contributing author, Frida Hallin.

OSOR just published the updated version of the report on the state of Open Source in France. This report is an overview of France’s use and policies on open source software (0SS) as
of February 2023. It showcases the evolution over the last years.

The report presents the major actors from the public sector, including, the recently created, The Free Software Unit which is driven by Etalab, a department of DINUM. The Free
Software Unit is responsible for open source policy and leads the Open Source Software and Digital Commons Action Plan, both created in 2019. The Free Software Unit has also been
part of creating the Digital Republic Bill which created the ‘open by default’ principle for data within the French government.

Besides the Free Software Unit this report also presents the newly created Free Software Council (Conseil logiciels libres). This council was created by DINUM in 2022 and aims to be a
space that brings together the public actors that are committed to the use and development of free software and the representatives of associations and initiatives that represent
companies, local governments and citizens. In this setting DINUM and its members can share expertise that can support DINUM in formulating strategies for the future.

In addition to major actors this report also includes two of the most recent policy milestones around 0SS for France. First, the Open Source Software and Digital Commons Action Plan
published in November 2021 and led by Etalab’s newly created Free Software Unit. This plan entails various objectives all aimed at fostering the use of open source in public
administrations. And secondly the Declaration by the French Presidency of the Council of the European Union calling for a European Initiative for Digital Commons. Announced in April
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It is Government policy to consider
open source solutions on their
merits and according to total
lifetime cost of ownership.
All abOUt Open Source Government recognises the
An Introduction to Open Source Software for Government IT . .

potential benefits of Open Source

Version 2.0 Software (OSS) and is committed to
increasing the adoption of open
source solutions across government,
where it offers best value for the
taxpayer.
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Covid-19 and contact tracing — an open
source approach is vital

‘ by AMANDA BROCK | ,\ @AMANDABROCK | W @AMANDABROCKUK SHARE RY f '} in ~

Member ratings

-
Well argued: Interesting points: Agree with arguments: L&lteSt éll’tl(:les

A letter from the First Circle:
- Khrushchev to Putin

by LASZLO SOLYMAR 15 MAY 2022

Yuri Averbakh, 1922-2022

by RAYMOND KEENE 14 MAY 2022

Boisdale: the very finest from
ages past in a modern world

by BOISDALE

Nenartment of hattv ideas:
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Policy paper

Data saves lives: reshaping health and

social care with data

Updated 15 June 2022

Applies to England

Contents .- H

°r Ministerial foreword

Ministerial foreword

N_HS England Transformation The use of NHS data was at the forefront of this country’s fight against coronavirus

Director foreword (COVID-19), helping us to remove restrictions and return on the path to normal life.

1. Improving trust in the
health and care system’s Now that we are living with COVID-19, we must keep this momentum going, and apply it
use of data to the long-term challenges ahead of us, including tackling the COVID backlog and

2. Givina health and care malinn tha rafarme that ara vital +a tha fitiira Af haalth and ~ara
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Energy Digitalisation

Taskforce report
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@

EU Digital and Open Source Strategy Open

Open source software strategy

The European Commission will further encourage and leverage the transformative, innovative and
collaborative potential of open source.

PAGE CONTENTS

Open source software strategy 2020-2023

Open source software strategy

2020-2023 o
On QOctober 21st, the European Commission approved the new Open Source

Open source software strategy Software Strategy 2020-2023 of the Commission. This is an important step
2014-2017 towards achieving the goals of the overarching Digital Strategy of the Commission

and contributing to the Digital Europe programme.
EU-FOSSA - Free and Open

Source Software Auditing The internal strategy, under the theme "Think Open”, sets out a vision for
encouraging and leveraging the transformative, innovative and collaborative
power of open source, its principles and development practices. It promotes the
sharing and reuse of software solutions, knowledge and expertise, to deliver
better European services that benefit society and lower costs to that society. The
Commission commits to increasing its use of open source not only in practical
areas such as IT, but also in areas where it can be strategic.

@ 3 NOVEMBER 2020
Open source software strategy 2020-2023

English Download
I (631.17 KB - PDF)
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The European Public
Sector Open Source

Opportunity

DOWNLOAD REPORT

While the EU increasingly recognizes the value of open source, the public sector is still
behind in embracing open source software, with little contribution to the ecosystem
and policymaking that inhibits its potential. This report examines the present-day
trends, challenges, and opportunities for OSS adoption in this sector, emphasizing the
need for a cultural shift in order for open source to reach its full potential in Europe.

Synthesizing case studies and interviews with subject matter experts, the report lays
out resources to encourage greater public sector adoption, engagement, and
participation. Read more about the needs and recommendations for the sector in the
full report.

Cliimux e DYLNUX e
of
Open Source

The European
Public Sector Open

Source Opportunity
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(@ catuma bocumentation  Community

Caluma

A collaborative form editing and workflow service - fully adapted to your company.

CONTACT DOCUMENTATION

Digitalize Your Business

You have a process that is done manually or even on paper and you want to move into the digital world.

Your process has...



Why do Governments want open source

= WIKIPEDIA — ‘
— The Free Encyclopedia Q_ Search Wikipedia ‘ Search Create
.
Vendor lock-in A 19 languages -
Contents  hide Article Talk Read Edit View history Tools v
0 rom the free ency
(Top) From Wikipedia, the fi tnradi
~ Lockein types In economics, vendor lock-in, also known as proprietary lock-in or customer lock-in, makes a customer Marketin
Technology lock-in dependent on a vendor for products, unable to use another vendor without substantial switching costs. 9
Personal technology lock-in = % g :
The use of open standards and alternative options makes systems tolerant of change, so that decisions Key concepts [show]
Collective vendor lock-in can be postponed until more information is available or unforeseen events are addressed. Vendor lock-in Promational coatent [show]
v Examples does the opposite: it makes it difficult to move from one solution to another. G e [show]
Microsoft Lock-in costs that create barriers to market entry may result in antitrust action against a monopoly. Research [show]
Apple Inc. VTUE
Google Lock-in types [edit]
Cloud computing
Other examples Monopolistic Collective | Popular term
See also e -
Notes Yes Technology lock-in
No
References Yes Vendor lock-in
External links yes

Monopolistic
Whether a single vendor controls the market for the method or technology being locked in to. Distinguishes between being locked to the mere
technology, or specifically the vendor of it.
This class of lock-in is potentially technologically hard to overcome if the monopoly is held up by barriers to market that are nontrivial to circumvent, such
as patents, secrecy, cryptography or other technical hindrances.
Collective
Whether individuals are locked in collectively, in part through each other. Economically, there is a cost to resist the locally dominant choice, as if by

friction between individuals. In a mathematical model of differential ions, di ing di ess of indivi , this is a distributed parameter

q
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Open Source Policy

Open source creates value, but how do
you medaisure it?

When digital infrastructure is overlooked by governments, it isn't just a missed opportunity: policies may
inadvertently endanger open source collaboration.
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social.network.europa.eu is part of the

d social p d by

Mastodon.

EU Voice is the official ActivityPub platform of

the EU institutions. With EU Video, it is part of an

alternative social media pilot proposed and
provided by the European Data Protection
Supervisor.

< Back
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Think ¢ pe
[ roiow B

Open Source Programme Office
@EC_0SPO@social.network.europa.eu

The go-between for all things open source in the European Commission.

JOINED
21 Feb 2022

5.1K Followers

Posts Posts and replies Media

ADMINISTERED BY: SERVER STATS: 321 Posts 47 Following
’ EU Voice Ad.. 18
@admin active users
[ Learn more

social.network.europa.eu: About - Profiles
directory - Privacy policy.

Mastodon: About - Get the app - Keyboard
shortcuts - View source code - v4.2.8

Open Source Programme Office
@EC_OSPO

@19 Apr

Congratulations Dnsmasq for winning the very first BlueHats award
ninet.nl/news/2024/20240418-BI...
BlueHats prizes is an initiative by the French Interministerial Digital Directorate.

They are awarded to maintainers of critical free and open source projects. In 2024
four prizes of € 10 000 each will be given out

TN Open:UK 4

’astodon

# Explore

Q@ Live feeds

Login to follow profiles or hashtags, favourite,
share and reply to posts. You can also
interact from your account on a different
server.

Create account

[ Sign in |
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Government Digital Service
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Jan 26, 2022, 08:30am EST | 103 view

Dispelling The Most
Widespread Myths About Open-
Source Software

Alexander Belokrylov Forbes Councils Member
Forbes Technology Council COUNCIL POST | Membership (Fee-Based)
Innovation

CEO of BellSoft, accomplished expert in Java technology and IT

leadership with 10+ years of experience.
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[*1DEEPIMPACT  Bern's mayor says "sorry" for Base4kids debacle el

By Keystone-sda / Thomas Schwendener , April 29, 2022 at 1:23 p.m
GOLD SPONSORS

@ POLITICS ECONOMY E-GOVERNMENT BASE4KIDS HOUSES OF PARLIAMENT
/

Thomas Schwendener

Editor

% CONSEQUENCES
000

AWARDS

Award2023

JOBS

infoSuard

SWISS CYBER SECURITY

Alec von Graffenried, the mayor of Bern, in 2019. Photo: Parliamentary Services 3003 Bern Cloud Security Consultant

Cyber Security Consultant
The city council debated the failed 27 million project. One line of conflict is open
source software vs. Microsoft applications.

initiative application
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Doubling down on open, Part |

By Shay Banon
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rl-lJ Hashicurp Why HashiCorp ~  Products v Developers + Solutions v Resources v Company v Contact sales
Blog Home Products & Technology Company HashiCorp Voices All
M company XM 6 &

HashiCorp adopts Business
Source License

HashiCorp adopts the Business Source License to ensure continued investment in
its community and to continue providing open, freely available products.

AUG 10 2023 [ ARMON DADGAR

When Mitchell and | founded HashiCorp, we made the decision to make our products open

source because of a few key beliefs:
+ We believe strongly in freely available source code to make it easy for practitioners to freely
download, inspect source code, and solve their own problems.

- We believe in building an ecosystem and community around our products to enable broad

integrations.

- We believe in the importance of transparency for our users.
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THENEWSTACK

Open Source Needs Maintainers. But How
Can They Get Paid?

The world runs on code maintained largely by an army of unpaid hobbyists. It's not sustainable.
Who's trying to change that?

Sep 6th, 2023 3:00am by Heather Joslyn
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SECURITY APR 2. 2824 4:88 AM
The XZ Backdoor: Everything You Need to Know

Details are starting to emerge about a stunning supply chain attack that sent the open source software community reeling.
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Issue Alert for Social
of Open S

XZ Utils cyberattack likely not an isolated incident

By Robin Bender Ginn, Executive Director, OpenJS Foundation; and Omkhar Arasaratnam, General Manager,
Open Source Security Foundation
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Log4j hearing: 'open source is not the problem’

Cisco, Palo Alto, Apache executives look at Log4j vulnerability responses, and the
likelihood of future issues.

1 Michael Cooney (Network World)
= = N>
10 February, 2022 08:00 = e
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B 1 f B 1 11 f m Administration  Priorities  The Recorc STRATEGIC OBJECTIVE 3.3: SHIFT LIABILITY FOR
lden Orders SO tware 1 O INSECURE SOFTWARE PRODUCTS AND SERVICES

L] L]
Materlal S to b 0 0 St Cyb e rS e Curlty. MARCH 02,2025 Markets impose inadequate costs on—and often reward—those entities that introduce vulnerable

products or services into our digital ecosystem. Too many vendors ignore best practices for secure
o . D . development, ship products with insecure default configurations or known vulnerabilities, and
vaMed wants uniform standards. FACT SHEET: Biden-Harris gt i pary sofar f ansted o ko prvcnanc. Softar s e e 0
leverage their matket position to fully disclaim liability by contract, fusther reducing their incentive
to follow secure-by-design principles or perform pre-selease testing, Poor softwate security greatly

) . .
Published May 21, 2021 Admlnlstratl()n Announces Natlonal increases systemic risk across the digital ccosystem and leave American citizens bearing the ultimate

cost.
.
C b rs I‘l Strat We must begin to shift liability onto those entities that fail to take reasonable precautions to secure
y e ecu egy their software while recognizing that even the most advanced software security programs cannot
Greg Slabodkin X _
Senior Editor in B Y &
ccaii i ——— NATIONAL CYBERSECURITY STRATEGY 20

Read the trategy here 7

* ok k ok ok ok

Today, the Biden-Harris Administration released the National Cybersecurity

Strategy to secure the full benefits of a safe and secure digital ecosystem for prevent all vulnerabilities. Companies that make software must have the freedom to innovate, but

. i - . o ¢ 5 they must also be held liable when they fail to live up to the duty of cate they owe consumers,
all Americans. In this decisive decade, the United States will reimagine I ot critical i providers. R g s oz i o e
cyberspace as a tool to achieve our goals inaway that reflects our values: most capable of taking action to prevent bad outcomes, not on the end-users that often bear the

§ . ) i consequences of insecure software nor on the open-source developer of a component that is
economic security and prosperity; respect for human rights and fundamental integrated into a commercial product. Doing so will drive the maket to produce safer products and

freedoms; trust in our democracy and democratic institutions; and an services while preserving innovation and the ability of startups and other small- and mediumsized
¥ : businesses to compete against market leaders.
equitable and diverse society. To realize this vision, we must make
o s . — The Administration will work with Congress and the private sector to develop legislation
fundamental shifts in how the United States allocates roles, responsibilities, establishing liability for softwate products and services. Any such legislation should prevent

manufacturers and software publishers with matket power from fully disclaiming liability

and resources in cyberspace.

To begin
to shape standards of care for secure software development, the Administration will drive the
1. We must rebalance the responsibility to defend cyberspace by shifting development of an adaptable safe harbor framework to shield from liability companies that securely
. e . develop and maintain their software products and services. This safe hatbor will draw from current
the burden for cybersecurity away from individuals, small businesses, and best practices for secure software development, such as the NIST Secure Software Development

contract, and establish higher standards of care for software in specific high-risk scenarios

Fenmmamsrnels T alon et vl avas b inmnenneting naws bnnls fre camra snfimee
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Shaping Europe’s digital future

Home | Policies | Activities = News | Library = Funding | Calendar | Consultations

Home > Library > Cyber Resilience Act

POLICY AND LEGISLATION | Publication 15 September 2022

Cyber Resilience Act

The proposal for a regulation on cybersecurity requirements for products with
digital elements, known as the Cyber Resilience Act, bolsters cybersecurity rules EU Cyber Resilience Act

to ensure more secure hardware and software products.
Q@

Hardware and software products are increasingly subject to successful cyberattacks, leading to an For safer & m
estimated global annual cost of cybercrime of €5.5 trillion by 2021. digital produ

Such products suffer from two major problems adding costs for users and the society:
1. a low level of cybersecurity, reflected by widespread vulnerabilities and the insufficient and
inconsistent provision of security updates to address them, and

2. an insufficient understanding and access to information by users, preventing them from choosing

Related topics
products with adequate cybersecurity properties or using them in a secure manner.

While existing internal market legislation applies to certain products with digital elements, most of :

the hardware and software products are currently not covered by any EU legislation tackling their European Cybersecurity Competence Centre

mirhareariritiy In narticnilar tha ciirrant FEl L laaal framawnrl dAnae nat addrace tha mriharcarsiribe af
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{1 GOV.UK

Home > Government > Cybersecurity

Policy paper

Call forviews on software resilience
and security for businesses and
organisations

This publication seeks views on the cyber security risks of
software used by businesses and organisations, and where
government should seek to mitigate them.
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Product Liability Directive: More Bad News for Open Source P

In my previous two blog_posts | discussed concerns with the European Cyber Resilience Act (“CRA”) which we About
believe will harm both the open source community and the innovation economy in Europe. But the CRA needs
to be understood as part of a larger legislative framework. In this post we will examine the potential impact of Search
the proposed changes to the European Product Liability Directive (“PLD") on the open source community and
ecosystem.

search site archives

As in previous discussions | think it is important to note that the intentions of the PLD are good. No one can
argue that the time has come to protect consumers from poor software. But at the same time, it is important
to ensure that the consumer liability obligations are borne by the economic actors who deliver products and
services to consumers, and not by the open source community which enables so much benefit to society by

providing free software but does not share in the profits of the delivery.

Blogroll
lan Skerrett
Wayne Beaton

As | understand it, the purpose of the CRA is to establish which parties are responsible for ensuring the

quality of software products, particularly as it relates to cybersecurity. The purpose of the PLD is to establish Archives
which parties are liable for defects which cause harm to individuals or their property. So strictly speaking, my %23
ebruary

assertion in my previous blog posts that the CRA will break the limited liability obligations that underpins free

software was incorrect. It is the PLD which is doing that. January 2023

December 2022

The European Commission presented a draft of the revisions to the PLD last September, and it is going September 2022

through the process of being adopted by the European Parliament and the Council of the European Union. As June 2022

a Directive, the PLD will be interpreted by each member state of the European Union and applied to updates of ﬁV_M

the local laws in each country. The specific intent of these revisions are to update the PLD of 1985 to address A;mlsi
March 2022

issues related to the modern digital economy. One of the key features of the PLD is its “no fault liability”
model where injured parties can seek redress without demonstrating any error or fault on the part of the
product manufacturer. The proposed revision explicitly expands the scope of no fault liability to cover
software and artificial intelligence, and adds “loss or corruption of data” as a harm that could be suffered by a

February 2022
December 2021
October 2021
September 2021

consumer.
August 2021
There are numerous legal summaries of the PLD available, but this one from the law firm Baker Mackenzie June 2021
provides a nice overview, as does this one from the law firm Cooley. May 2021
March 2021
It has long been understood that product liability could not be completely waived by open source licenses in January 2021
Europe. Hence, the “...to the extent permissible by law...” statements you see in many licenses. Since at least December 2020
1985, there have been strict provisions in Europe that you were always liable for harm caused to natural October 2020
persons or their personal property as a result of using a defective product. From the perspective of an open August 2020
source developer, the PLD extends and modernizes this legal framework in the following important ways: June 2020

May 2020
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ARTIFICIAL INTELLIGENCE / TECH / LAW

The lawsuit that could rewrite the rules
of Al copyright

/ Microsoft, GitHub, and OpenAl
are being sued for allegedly
violating copyright law by
reproducing open-source code
using Al. But the suit could have
a huge impact on the wider world
of artificial intelligence.

By James Vincent, a senior reporter who has covered Al, robotics, and more for
eight years at The Verge.

Nov 8, 2022, 4:09 PM GMT

The key question in the lawsuit is whether open-source code can be reproduced by & £ v 9 Comments (9 New)
AI without attached licenses. Credit: Getty ages
Microsoft, its subsidiary GitHub, and its business partner OpenAl have P> %

been targeted in a proposed class action lawsuit alleging that the

companies’ creation of Al-powered coding assistant GitHub Copilot

relies on “software piracy on an unprecedented scale.” The case is only

in its earliest stages but could have a huge effect on the broader world

of Al, where companies are making fortunes training software on Explore Resorts
copyright-protected data. in Europe

Copilot, which was unveiled by Microsoft-owned GitHub in June 2021,
is trained on public repositories of code scraped from the web, many of

which are published with licenses that require anyone reusing the code
to credit its creators. Copilot has been found to regurgitate long
sections of licensed code without providing credit — prompting this
lawsuit that accuses the companies of violating copyright law on a

massive scale.
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BUSINESS AUG 24, 2823 12:88 PM @ X
The Myth of ‘Open Source” Al

A new analysis shows that “open source” Al tools like Llama 2 are still controlled by big tech companies in a number of ways.
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“ Open Source Initiative (0SI) X
19,531 followers
T 16h - @
We are bringing together global experts to establish a
shared set of principles that can recreate the
permissionless, pragmatic and simplified collaboration
D EEP DIVE for #Al practitioners, similarly to what the Open
Source Definition has done.

Proposals for our #DeepDiveAl webinar series are now
being accepted.

Deadline for submissions is July 24th.
https://buff.ly/42uGUVS

IT'S TIME TO HAVE A CLEAR DEFINITION #DDAI#0penSource #Artificialintelligence

#0OpenSourceAl
€& Nick Vidal and 7 others 2 reposts

O Like & comment [) Repost < send

* Add a comment... ® ra

open source
initiative”
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“A market dominated by closed Sacking, revolt, return: how crisis at
models presents other risks OpenAl over Sam Altman unfolded

around overreliance, single 3 .
. . Firing of the CEQ behind ChatGPT company sent shock waves
pol nts of failure and through Silicon Valley - only for him to be reinstated days later

concentrated market power.”
House of Lords LLM Report
2024

Dan Milmo Global
technology editor

Sat 25 Nov 2023 10.00 GMT

< Share

©3 Sam Altman speaks at the Asia-Pacific Economic Cooperation summit in San Francisco,
California, on 16 November. Photograph: Andrew Caballero-Reynolds/AFP/Getty Images
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Home | Israel-Gaza war | Cost of Living | War in Ukraine | Climate | UK | World | Business

IS Weather 13 iPlayer Il Sounds  [I\ Bitesize ===  Q Search BBC

Politics | Culture

Technology

MEPs approve world's first
comprehensive Al law

®©5 hoursago

By Shiona McCallum, Liv McMahon & Tom Singleton

Technology reporters

The European Parliament has approved the world's first comprehensive
framework for constraining the risks of artificial intelligence (Al).

Top Stories

I won't return race row donor's
money, says Sunak

1 hour ago

Abbott criticises Speaker for
race row debate snub

35 minutes ago

UN agency says Gaza aid
centre hit by Israeli forces

39 minutes ago

Features

The hidden village just metres
from North Korea
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The EU’s Al Act Creates Regulatory Complexity for Open-
Source Al
by Daniel Castro
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Forbes

The Future For Open Source

Adrian Bridgwater Senior Contributor ®
I track enterprise software application development & m

data management.

& o Feb 6, 2

CEO of OpenUK Amanda Brock has called for something of a reimagining of the

collective mindset ... [+] OPENUK

Software develops. By its very nature, software applications and
data services of every shape, size and sub-genre typically all

move forwards through ongoing iterations and version

usting small group mentall

We said at the start that software develops - and that includes
open source software from a code content and programming
point of view, but also from an engagement and organizational

point of view.

Very much aware of the fact that open source is now firmly
established within the realm of enterprise technology
environments, CEO of OpenUK Amanda Brock has called for
something of a reimagining of the collective mindset behind
how we develop open technology as an industry... and perhaps,

wider, as a planet.

“A challenge now posed [for us all] is that open source software
development and maintenance has traditionally relied heavily
on small groups of contributors with deep expertise. These
small groups take care of projects, even as those projects
become more critical to companies and users, so this
technology is embedded in applications used by millions. This
ubiquitous level of use means that - in order for that software to
continue to be successful - the projects themselves end up being
reliant on individuals who are not getting the levels of support

that they need and deserve,” advised Brock.

Today, we know that open source communities are looking for

this imbalance to be rebalanced. Speaking from her own



Users must learn to curate open source OpenUK

m State of Open: The UK in 2022 Phase 1

5.6 Curation: The Path to Trustworthy Open Source - Thought Leadership
Eric Brewer, Google Fellow, Google

Although Open Source Software has been around for decades, the last decade in particular has
seen explosive growth across all sectors and nearly all nations. Open source enables developers to build “on
the shoulders of giants” and thus achieve rapid innovation. There are now millions of easy-to-reuse packages
in many different languages that enable this innovation. As a consequence Open Source is now used widely
by governments and in much of the critical infrastructure of many nations. GOV.UK, the UK government’s
platform for hosting government websites, was built using Open Source and its code has been publicly
available since 2012. Overall this is a great outcome: citizens and taxpayers benefit from more innovative,
more efficient public services.

At the same time, Open Source delivers software “as is” — it literally comes with a licence that says the
creators are not responsible for any defects, nor are the liable for any damages.. Many consumers of Open
Source do not really understand “as is” and often expect a higher level of service and accountability. But this
misunderstanding falls entirely on the consumer.

Conversely, most government projects have “top down” requirements and expectations that are important
to creating trustworthy solutions. These requirements are in some sense in conflict with the “as is” nature of
open source.

The solution to this fundamental incompatibility is “curation” — the use of an intermediary provider

rantractar that nrrvidac Minan Cnnirra enliitinne that ara NIAT “ac ic” and in fart moat tha tan_dmam
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Regulators must understand open source OPEI'I:UK ‘

openuk O openUK O

Open Source Proprietary Closed Source

Non Open Source

Open Software with Public or PfOpriEtary open Source
Distributed Source Code Softwa re
Source Closed |

Open Source

Softwa re Closed S ource Non Open Source Software

with Public or Distributed
Source Code

Source
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Policy must be backed up by processes Open;UK ‘

RESEARCH REPORT

Software Reuse through Open
Source Software in the Public

Sector - A qualitative survey
on Policy and Practice

A report commissioned by the Danish RISE RAPPORT 2024:7
Agency for Digital Government Johan Lindker, RISE
(Digitaliseringsstyrelsen) and Local

Sachiko Muto, RISE
Government Denmark (KL).



Public good and public purse enabled

“It’s hard to disagree with Brock’s sentiment that we

need “a shift from categorizing software
in the commons to considering it a public good.” says

the

JP— |

Can Open Source Sustain Itself Without Losing Its Soul?

Open:UK

Is it time for open source to
be treated as a public good?

Q John Leonard

u © 21 January 2022 + 6 min read
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Thank you

Follow OpenUK at :
https://openuk.uk/
@openuk_uk
https://www.linkedin.com/company/587929/

Sign up to newsletter at : https://openuk.uk/

Follow me at:
@amandabrockUK
https://www.linkedin.com/in/amandabrocktech/
Contact: amanda.brock@openuk.uk

OpenUK is a not-for-profit company limited by guarantee
Registered office, 8 Coldbath Square, London EC1R 5HL
Registered Number 11209474, VAT Number GB379697512
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